
20 DECEMBER 2018

A QUESTION OF 
JUDGEMENT 
BY ZIYAD AL – DIBOUNI

Professional and legal aspects of confidentiality.

T
he term confidentiality is used to describe 
the protection and safeguarding of sensitive 
information relating to health or other personal 
characteristics1. Protecting confidentiality 
has become one of the fundamental aspects 

of modern medicine and is considered one of the 
cornerstones of providing ethical healthcare2. When 

confidential information is disclosed by a person, in 
circumstances where it is expected that information 
will be kept private, a duty of confidence occurs1. 
Radiographers, are expected to always respect this 
confidentiality, to prevent breaches, by following data 
protection legislation3. An intentional or accidental 
breach of confidentiality results in significant legal, 
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professional and societal ramifications, of which will 
be discussed in this article.

THE LAW & CONFIDENTIALITY
Common Law, the Human Rights Act (1998) and 
the Data Protection Act (DPA) 1998 contribute the 
legislative structure for confidentiality4,5, which 
radiographers have a legal obligation to follow1.

Common law is created from judicial precedent 
instead of written law6, and is a legal principle created 
by court decisions acting as parameters for judges 
to decide cases7. This provides protection against 
the disclosure of confidential information given for 
diagnosis or treatment5,8, while article eight of the 
HRA provides patients with the rights for discretion by 
requiring private information is kept private9,10.

The DPA controls how confidential information of 
both patients and healthcare professionals (HCPs) is 
used11, which includes information about diagnosis 
and treatment, medical imaging and anything that can 
reveal the identity of the individual12. The DPA does 
this by requiring specific conditions to be met for 
data to be managed honestly and lawfully according 
to common law9. The DPA has also been updated in 
2018 to ensure that the laws apply to digital date 
and preparing the UK post Brexit13. It does this by 
preserving the original law from the DPA 1998 and 
providing a adapted outline that is custom-made to 
protect the rights of data owners while remaining 
in accordance with the General Data Protection 
Regulation (GDPR)13. The GDPR is Europe’s latest 
agenda for safeguarding data and along with the DPA 
2018 shapes the data protection regime for the UK14.

THE PROFESSIONAL & ETHICAL CONSIDERATIONS 
Patient privacy and confidentiality are ingrained in 
professional ethical standards15 set out by guidelines 
from professional bodies such as the Health and Care 
Professions Council (HCPC) and the Society and 
College of Radiographers (SCoR)16-18. The HCPC sets 
out standards that registrants need to uphold to be 
deemed ‘fit to practice’19 while the SCoR is the trade 
union and professional body that provides guidance 
for both diagnostic and therapeutic radiographers to 
meet20.

These guidelines outline radiographers’ professional 
responsibility in respecting confidentiality16-18,21, 
which encompasses patient autonomy, allowing 
patients to trust that their information is kept 
private2,22-24. Radiographers are not only required 
to act in a manner that preserves the image of the 
profession but to also act in a manner that maintains 
the public’s trust and confidence3. Additionally, NHS 
policies such as the confidentiality code of practice 
contributes to the safeguarding of information5,25 
by presenting guidance to HCPs on not only how to 
protect confidentiality but also in notifying patients on 
how their data is used25.

However, adherence to ethical guidelines is not 
an adequate indication of professionalism alone2,26, 
as the ability to control information, which is a 
core feature in defining a profession, changes the 
dynamic of the HCP-patient relationship15. The shift to 
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computerised systems and advent of PACS has changed 
the management and circulation of data, giving HCPs 
almost total control of confidential information 
requiring patients to trust that article eight of the 
HRA and other legislations are being followed9,10,15. 
Additionally, this has made the safeguarding of 
information increasingly difficult due to ease of access 
by HCPs and threat from hacking27.

BREACHING CONFIDENTIALITY
Intentional or accidental breaches have both legal, 
professional and societal consequences8. Breaching 
patient confidentiality is taken seriously as it could 
involve personal, reputational or financial harm to 
patients2,9,22. Consequences of breaching include HCPs 
being legally liable for negligence resulting in tort 
and disciplinary action, while causing distrusts in the 
HCP-patient relationship and in the profession2,8,28. 
Nevertheless, HCPs can break their duty of confidence 
intentionally, without fear of personal reprisal when 
required to by (i) the law (regardless of patient 
consent), (ii) the police, social services and partner 
organisations (iii) solicitors and (iv) courts, tribunals 
and regulating bodies23,29.

Accidental breaches are relatively common in 
healthcare with medical notes being left visible, 
misplaced during handovers and conversations being 
overheard22,23,30. The HCPC has set out guidelines on 
how to prevent the damage, loss or unauthorised 
access of confidential information21, while the 
seriousness of accidental breaches is determined by 
the level of shame, embarrassment or endangerment 
to the patient2. With the over reliance of computerised 
information systems in healthcare settings accidental 
breaches of confidentiality occur over e-mail due 
to the rise of telecommunication23. To minimise the 
risk of breaching, data encrypted email services such 
as NHSmail should only be used while all printed 
information should be disposed of via shredding23.

The DPA has outlined that accessing information 
without valid reasons or consent is considered a 
breach of confidentiality31, but with healthcare 
adopting a multi-disciplinary approach, the 
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dissemination of patient information without consent 
is widespread22,30. This occurs due to implied consent 
from the first consultation, where HCPs can disclose 
confidential information to colleagues, who are duty 
bound to uphold confidentiality32, if they believe it 
to be in the best interest of the patient22,30. It can be 
argued that, despite not having pre-requisite consent, 
in not releasing relevant clinical details, negligence 
can occur due to the oversight of information relating 
to their care23,33. 

Confidential information is not solely considered to 
be that relating to health but also to the idiosyncratic 
judgements HCPs may make on their patients or 
colleagues22, and any demeaning comments or internet 
posts, photos and videos is considered a breach of 
confidentiality34. This highlights the importance 
to adhere to and update professional and ethical 
standards by professional bodies23, especially in the 
digital age, to ensure the preservation of HCP-patient 
trust.

SOCIAL MEDIA
Both the ethical and legal responsibilities of 
radiographers to protect patient confidentiality 
also applies to the use of web-based applications35. 
Social-media plays a vital role in healthcare as it 
offers ways for patients to obtain information, share 
experiences, form support groups and promote 
public health36,37. Nevertheless, it has distorted 
the lines between HCPs’ private and professional 
lives, increasing the likelihood for infringements in 
confidentiality to occur35,37.

Breaking confidentiality can occur over social-media 
by informally discussing patients or cases in 
comments, using details that may allow a patient to be 
identified34,35. This can result in radiographers being 
financially penalised or imprisoned according to civil 
and criminal law, in addition to being suspended 
or sued34. Additionally, a digital footprint is left 
behind and so a post can be found by employers 
and if believed to violate employers’ policies or be 
damaging to their reputation, they can be subjected 
to disciplinary action and face dismissal34. Even the 
acceptance of friend requests from patients raises a 
number of professional and ethical questions and can 
be considered as improper use of social-media35,37. 

Additionally, the use of images for online teaching 
require redaction of identifiable information and 
radiographers should be aware that, as stated by the 
SCoR guidelines, the safe and professional use of 
social-media has the same legal requirement as those 
imposed in the workplace38.

CONCLUSION
Radiographers have a legal, moral and professional 
obligation to protect patient confidentiality, which 
is considered as one of the main cornerstones of 
contemporary healthcare. To ensure the continual 
maintenance and protection of confidential 
information common law, the data protection and 
human rights act have been put into place and work 
in tandem with policies and guidelines set out by 
professional bodies. Breaches in confidentiality 
are associated with legal, professional and societal 
consequences, and should not be taken lightly, thus 
highlighting the importance of adhering to legislation 
ensuring individuals are safeguarded. 
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